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Disclaimers

* Please don’t break the law
* Play Nice, Be Ethical

* My opinions are my own




What i1s ATO?

Account Takeover (ATO) is an Attack where an unauthorized individual
gains control over a user's account,

enabling them to they can impersonate the legitimate user, manipulate
account settings, perform fraudulent activities, access sensitive
information



Why ATO?

 Critical/High Security Impact
* Evading Firewall Detection

°® Multipl e Ways Of ATO IWEEK NETWORK:  Cybersecurity News Wehcasts  Virtual Events — ICS Cy
* Handsomely Rewarded § SECURITY

CYBERSECURITY NEWS, INSIGHTS & ANALYSIS

Malware & Threats ~  Security Operations ~  Security Architecture -  Risk Management -~  CISO Strategy ~ ICS/0T ~  Funding/M&A -

APPLICATION SECURITY

Facehook Pays Out $40,000 for Account Takeover
Exploit Chain

Social media giant Facebook on Thursday announced a new payout guideline to help vulnerability hunters better understand its bounty
decisions related to given bugs.



Entry Points for ATO

@ OWASP Juice Shop X +

= C @ juice-shop.herokuapp.com,

= . OWASP Juice Shop

Password *

[] Remember me

or

G Log in with Google

Not yet a customer?

This website uses fruit cookies to ensure you get
the juiciest tracking experience. But me wait!

Me want it!




Entry Points for ATO

@ OWASP Juice Shop X +
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Password *

Forgot your password?

[] Remember me

or

G Log in with Google

Not yet a customer?
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Login Takeover

Registration Takeover

This website uses fruit cookies to ensure you get
the juiciest tracking experience. But me wait!

Me want it!
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[] Remember me
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G Log in with Google
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the juiciest tracking experience. But me wait!

Me want it!



Session Takeover



ession Takeover

<« C @ juice-shop.herokuapp.com (_Update

\ ork r Application urity
& Back
g Only show cookies with an issue

Application
Manifest Value .. Size  Hit.. Sec..

Service Workers continueCode  wXuKhrtJInsNUZHmhBtPckCZi157U... | juic... 112
token eyJ0eXAIOUKVIQILCIhbGeiOSUzL...  juic... 746
welcomer . dismiss 27

Usel' Proﬁ Ie Storage language 2 10

Local Storage

Storage

Session Storage

IndexedDB

Web SQL

Cookies
https://juice-shop.herokuapp.com

Private State Tokens

Interest Groups

Shared Storage Cookie

Cache Storage

Background Services

Back/forward cache
Background Fetch
Background Sync
Notifications

. Payment Handler

File Upload: e

Periodic Background Sync

Choose file NIRRT Rrst [flsemT

. Reporting API
Upload Picture

Frames
top

Image URI
Cookie Value

ey)0eXAIOIKV1QILCIhbGGOiSUzH NiJ9.eylzd GFOAXMiOizdWNZXNzliwiZ GFOYSI6ey) pZCIENZEsInVzZX JuY Wi ljoiliwiZ

_ W1haWwiOi)1c2VyMUBS5b3BtYWisLmNybSIsinBhc3N3b3kljoiMWYIMWIhZTBKM2Y5MzFkY2lyYjESMDY30GU3MTdhMik

Link Image iLClyb2xlljoiY3VzdGOZXIILCIKZWx 1eGVUb2tbil6lilsimxhc3RMb2d pbkiwljoiMC4AwLiAUMCIsInByb2ZpbGVIbWFNZSI6lighc

3NIdHMvcHVibGIL21tYWdlcyd1cGxvYWRzL2RIZmF 1bHQuc3Znliwid GI0CFNIY2IACI6lilsImizQWNOaXZIljpOcnVILC JicmVh

dGVKQXQIOilyMDIzLTA2LTIWIDE3OJESOJE 1 LIAWOCATMDABMDAILC)1cGRhdGVKQXQiOilyMDIZLTAZLTIWIDE3QJESOJE 1A

) WOCArMDA6MDAILCIKZWxIdGVKQXQiOmS5 1bGxILCIpYXQIOjE20DcyODE1NThI.ShUofA6rgLOvMOulle3JmQmgDIVsQlu

Email: LirCqlgHN_9JgBJmyVApzgHKsmdrfx_mGe13LsXfdZzm_dYSDJh1YPTUtqywE2ikeZ1FpboTCANupnSMi2sPwctig31UzN_UC
user@gmail.com wyTixqAQOKsi7oks7)IT81e9DaRzU3yWD5sXIMm

Username:




ession Takeover : JWT (JSON Web Tokens)

<« C @ juice-shop.herokuapp.com (_Update

\ ork r Application urity
& Back
g Only show cookies with an issue

Application
Manifest Value .. Size  Hit.. Sec..
Service Workers continueCode  wXuKhrtJinsNUZHmhBtPckCZi1S7U... | juic... 112
Sirie token eyJ0eXAIOUKV1QILCIhbGCIOSUz..  juic... 746
- welcomebann... | dismiss 27
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ey)0eXAIOIKV1QILCIhbGGOiSUzH NiJ9.eylzd GFOAXMiOizdWNZXNzliwiZ GFOYSI6ey) pZCIENZEsInVzZX JuY Wi ljoiliwiZ

_ W1haWwiOi)1c2VyMUBS5b3BtYWisLmNybSIsinBhc3N3b3kljoiMWYIMWIhZTBKM2Y5MzFkY2lyYjESMDY30GU3MTdhMik

Link Image iLClyb2xlljoiY3VzdGOZXIILCIKZWx 1eGVUb2tbil6lilsimxhc3RMb2d pbkiwljoiMC4AwLiAUMCIsInByb2ZpbGVIbWFNZSI6lighc

3NIdHMvcHVibGIL21tYWdlcyd1cGxvYWRzL2RIZmF 1bHQuc3Znliwid GI0CFNIY2IACI6lilsImizQWNOaXZIljpOcnVILC JicmVh

dGVKQXQIOilyMDIzLTA2LTIWIDE3OJESOJE 1 LIAWOCATMDABMDAILC)1cGRhdGVKQXQiOilyMDIZLTAZLTIWIDE3QJESOJE 1A

) WOCArMDA6MDAILCIKZWxIdGVKQXQiOmS5 1bGxILCIpYXQIOjE20DcyODE1NThI.ShUofA6rgLOvMOulle3JmQmgDIVsQlu

Email: LirCqlgHN_9JgBJmyVApzgHKsmdrfx_mGe13LsXfdZzm_dYSDJh1YPTUtqywE2ikeZ1FpboTCANupnSMi2sPwctig31UzN_UC
user@gmail.com wyTixqAQOKsi7oks7)IT81e9DaRzU3yWD5sXIMm

Username:




Session Takeover : JWT Structure

Structure of a JSON Web Token (JWT)

m PAYLOAD SIGNATURE

J -\

Baseb4URLSafe(

“sub™s

alg" "HS256" "name": te" HMACSHA256 ( <header>.
"typ" :"IWT"

}

"admin" <payload>, <secret key>
"{at": 151623902 ')




Session Takeover : JWT Misconfiguration

Structure of a JSON Web Token (JWT)

None Algorithm Weak JWT key

which doesn’t require 1 NG Si
o Signature Check
Signature m 3

L\

Baseb4URLSafe(
HMACSHA256( <header>.

teub™s
"name" :
"admin":

<payload>, <secret key>

))

)
"iat": 1516239022

Potential Confidential Data



Session Takeover : Json Web Token Attacker

Intercept HTTP history WebSockets history @ Proxy settings

Filter: Hiding CSS, image and general binary content ‘@

Host Method URL Params Edited Status code Length MIMEtype Extension Comment P Cookies Time Listener port

ice-shop.herokuapp.com GET /[rest/user/whoami 200 398 JSON 46.137.15.86 19:05:03 16...

GET /socket.io/?EIO=4&transport=p... v 200 264 JSON o/ 46.137.15.86 19:05:05 16...

POST  /socket.io/?7EIO=4&transport=p.. v 200 text io/ 46.137.15.86 19:05:10 16...

GET [rest/user/whoami 398 JSON 46.137.15.86 19:05:10 16...

GET /socket.io/?EIO=4&transport=p... 200 JSON io/ 46.137.15.86 19:05:10 16.

op. Kuapp. 5 > N Con IWT
://juice-shop.herokuapp.com GET rest/products/search?q= Contains a IWT

uice-shop.herokuapp.com GET /api/Quantitys/ Contains a IWT
fjuice-shop.herokuapp.com GET /rest/user/whoami Contains a JWT
://juice-shop.herokuapp.com GET socket.io/7EIO=4&transport=p. 2 x / Contains a JWT

Juice-shop herckuapp.com GET frestjuseiwhoaml Dashboard Target Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn Hackvertor JSON Web Tokens Reflection &} Settings
73 https://juice-shop.herokuapp.com GET /socket.io/?EIO=4&trang —

GET /profile 1 % 2 x 3 x
/ajax/libs/jquery/3.3.1/q|
/1.3.0/material.min.js m N
/assets/public/images/uj © -
/s/materialicons/v140/fIY

https://ajax.googleapis.com /ajax/libs/jquery/3.3.1/jq| R
https://code.getmdl.io /1.3.0/material. min.js

t41]

Hex Hackvertor JSON Web Tokens Pretty Raw Hex Render Hackvertor
Request HITP/1.1 200 OK

X Server: Cowboy
Prett Raw Hex Hackvertor JSON Web Tokens 3 Connection: close

GET /rest/basket/53 HITP/L.1 ) Access-Control-Allow-Origin: *
Host: juice-shop.herokuapp.com X-Content-Type-Options: nosniff
: Cookie: language=en; welcomebanner status=dismiss; cookieconsent_status=disuy ¢ X-Frame-Options: SAMEORIGIN
eyJ0eXAi0iJKV1QiLCIhbGei0iTSUZzIINIIS . eyIzdCROAXMi0iIzdWN) ZXNz1iwi ZCFOYS Iy 7 Feature-Poliey: payment 'self’
TiTsInVeYWlsTioidml§dGleLs0gY NrdWs0QHlveClhaWw Y29t TiwicCFze3dveni0iTavaTy X-Reeruiting: /#/jobs
2dlYT1i0DMeNSIsInJvbCULi01iTidXN0b211eiTs InRIbHV4ZVEvasVuljoiliwibGFedExvZalug Content-Type: application/json; charset=utf-g8
1sZULEYWd1lIjoiLIFzclV0cySudWds aWtvaWlhZ2Va L3V YXVsdCSzdncilCI0b Contenc-Length: 128
pdnUinRydWUs InlyZWFOZWRBACIE 1) IwMj ME MDYt MTY gMT gEMD QEND BulDMwICswiDowMC Is In |1 Etag: W/"80-V+Ne3DASprdGVds/xDCLGIFEVac”
MTYGMTgEMD QENDEUODMWI CswMDowMC s InR1bGVOZWREACIEbNVSbHO s InlhdCIEMTY 4Nk z0DCy
7EKBZkvFvXdilBLgoD0ag-EhWhilnI94ehQr0_LuSUrR0_BEDYTN1_LNLvENYU3C_r2NoAJA4QR
©2N40t 2nEEGVFN-HIx2Q 1Ww3sPZdIbSHqO! IS8
: Sec-Ch-Ua:
Accept: application/jsen, text/plain, */*
Sec-Ch-Ua-Mobile: 20
B . " " "user"
Authorization: Bearer O Do not automatically modify signature wian
eyJ0eXAi0iJKV1QiLCIhbGei0iJSUIINIIS. eyJzdGFOLi0ilzdWl) ZXNz1iwiZGFOYSIEey] ) id
Ii1sInVETWlsIioidnl)dGltLsOgY NvdAWS00HIveGLhaWwuY 2ot [iwicGFze3dvendioiavzdy - : Recalculate Signature “email":"test@yopmail.com”,
2d1¥T11i0DMzNSTs IndvbGUi 01T dX0b211c1iTs InRlbHVAZVRvatuljoi liwibGFzdExvzolufl - - . Keep original signature "lastloginlp":"0.0.0.0",
1sZUleYWdlTjoiL2Fze2V0eySwdWIs aWMvaWlhZ2VzL3Vwb GShZHMvZ GVnYXVsdCS5zdnei LCIOb "profilelmage":"/assets/public/images/uploads/de fault.svg"
pdnUiOnRydWUs InlyZWFOZWRBACIE T3 IwMi MeMDYe MTYgM T gEMD QENDEu0DHwICswMDouMCIsInfll
MTYgMT gEMD QENDEuODMwICswMDowMCIsTnR1bGVOZWRBACIEbnVsbHOs ImlhdCTEMTY4N k20D o . Load Secret / Key from File
7BKBZkvFvXdilBLgoDDag-BhWhilnIS4ehQr0_LuSUrRO_BEDYTN1_LNLvkNYU3C_rZNoAJA4QR: L iy i ’ o Secret / Key for Signature recalculation:
£2N40tZnEECVFN-HIx2 1 21 it .
' User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:33.0) Gecko/20120101 Fird
Sec-Ch-Ua-Platform: ** . » D nion EAHRE
: = 4 Attack

Jopadsu|

Vary: Accept-Encoding
Date: Thu, 2 Jun 2023 19:18:3% GMT
Via: 1.1 vegur

Sign with random key pair

Alg: none

Alg: None

Alg: nOnE
WeuXJolsC6z9daDjTd1d1184KELLjM1Bd39wM- Alg: NONE
067qVuieASFBBGMQVITVzZkkSqfyG5WyMHBRLXVKRGhkwFSIWBW =~
BdBGbcngh_
@BReygkZ68YqvoI50q1MZ79rsjryfaMenbBUvZC2MXaaHvMznd9
FwAs8hsanNKYsldIoUlWo7g




Session Takeover : JWT Uncommon Vulnerability

The JWT from The Main Web Application

Target: https://api_ f HTTP/2 @
a:= =

m Hex \n = GG Raw  Hex Rende \n = Z
w
Il GET /users/details HTTP/Z 12 Surrogate-Control: no-store :
> "Host: api. NG 13 Cache-Control: no-store, no-cache, must-revalidate, proxy-revalidate 0
3 Cookie: _gcl au=1.1.1856608971.1631473630; _gid .2.2095338827.1631473630; _fbp= 14 Pragma: no-cache g
fb.1l.1631473630665.984309487; _gat_ UA-80231189- 89 _8=1; S Expires: 0 =)
_ga_HNSX0BWGK7=GS1.1.1631473629.1.1.1631474569. 631473630; LE& Content-Security-Policy: default-src 'self'; style-src 'self'
_vca_current= 17 Access-Control-Allow-Origin: https://www. || I ENEGEE
eyJhbGciOiJIUZIINIiISINRScCIGIkpXVCIT. eyJpZCIEMTMZzODQSINNY ZWF0ZWRPbiI6I JIWMJELtMDKEMTIGgMTY6EM 18 Vary: Origin
19 Access-Control-Allow-Credentials: true
20 set-Cookie: _vwca_current=eyJhbGciOiJIUzIINiISInRS5cCIGIkKpXVCIY. eyJpZCIEMTMzODQsImMNY ZWF DZWR

Domain=. Path=/; Expires=Mon, 13 Sep 2021 19:23:16 GMT; HttpOnly; Secure
Etag: W/"lcd-7/97BjkQ/1kGNrCDKheO9aHEMsU"

Sec-Ch-Ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92" 23| {
S Sec-Ch-Ua-Mobile: 20 "status":201,
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like "message": "User Data",
Gecko) Chrome/92.0.4515.131 safari/537.36 "data™:{
Content-Type: application/json "id":13384,
8 Accept: */* "email": "sandc N Ggnail. con”,
9 "mobile": "undefined",
Sec—-Fetch-Site: same-site "firstName": "Bya",
11 Sec-Fetch-Mode: cors "lastName": "Syb",
12 Sec-Fetch-Dest: empty "createdOn":"2021-09-12 16:33:01.616",
13 "lastUpdated": "2021-09-12T16:33:0Z.000z2",
14 Accept-Encoding: gzip, deflate "active": {
15 Accept-Language: en-US,en;q=0.9} "type": "Buffer”,
6 radata™if
7 it
]

be

" I
"productType":"",

"issuerBid":"",




Session Takeover : JWT Uncommon Vulnerability

The JWT from The Main Web Application

eyJhbGciOiJIUzI1NilsInR5cCI6lkpXVCJ9 eyl pZCI6MTAzMDcsImIhdCI6MTYONjIxOTUONiwiZXhwljoxNjgwND
MzOTQ2fQ.C6g3y48Q8ZFVEIOtTWZ5NckObGXY5aX-Xn-7w-G3

{ “id”- 13384, HMACSHA256(Base64(header).Base64(payload),secret)

Ilalgll: IIH5256”’ -

e e r e “iat”: 1646219546, .
| typ”: “JWT ‘exp”: 1680433946 C6g3y48Q8ZFVEIOtTWZ5NckObGXY5aX-Xn-7w-G3

}




Session Takeover : JWT Uncommon Vulnerability

The JWT from The Staging Web Application

Request Response
Raw Hex \n = a8 Raw  Hex A =
POST /users/register HTTP/Z2 HTTP/2Z 200 OK
Host: api-staging. Date: Sun, 12 Sep 2021 19:10:02 GMT

Cookie: _gcl_au=l, .1631473630; _gid 3 Content-Type: application/json; charset=utf-8
vZGUiOiTiLCI1cZVyQ iIsImNvdW50cnlIbm? 4 Content-Length: 50
4 Content-Length: 7C¢ S Server: nginx

S5 Sec-Ch-Ua:
£ Sec-Ch-Ua-Mobile:

"Chromium";v="62", "Google Chrome";v="9C

20

" Not A;Brand";v="98%",

Dns-Prefetch-Control: off

X-Frame-Options: SAMEORIGIN

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64:; x64) AppleWebKit/537.36 (KHTML, like Geck¢ 8 Strict-Transport-Security: max-age=15552000;
5 Content-Type: application/json X-Download-Options: noopen
9 Accept: */* 1 Content-Type-Options: nosniff
Origin: https:./,»";rm,i._ ¥X-Xss~-Protection: 1; mode=block
Sec-Fetch-Site: same-site 12 surrogate-control: no-store
Sec-Fetch-Mode: cors 13 Cache-Control: no-store, no-cache, must-reval
Sec~Fetch-Dest: empty 14 Pragma: no-cache
Referer: https:/ wor . [ 5 Expires: 0
15 Accept-Encoding: gzip, deflate 16 Content-Security-Policy: default-src 'self';
Accept-Language: en-US,en;q=0.9 ' Access-Control-Allow-Origin:
Vary: Origin
1% Access-Control-Allow-Credentials: true
"email": "sand _@;ymﬂ; l.com", X=-Ratelimit-Limit: 20
"firstName": ' 21 X-Ratelimit-Remaining: 17
"lastName": 22 X-Ratelimit-Reset: 1831474711

Set-Cookie: _veca current=eyJhbGciOiJIUzIINiIs

*password " " N  © ¢ Etg: %/ "32-D70s393Kd/ BSYVSXICLalEqReTy"
"recaptcha”: "03 45Qudys mEnee Swd4K1viWAlSTOEEPOCEW_MD ZaHEWPiYUwe 25
26 {
"mess sgistration success O
"status

https://wew. S

HTTP/2

Target:hetpsy/japl-staging S
a:= =

includeSubDomains

idate, proxy-revalidate

style-src 'self’

INnRScCIGEIkPXVCIY. eyJpEZCIENTM4LCIPYXQLi0JEZMzEDN




Session Handling Takeover : JWT Uncommon Vulnerability

The JWT from The Staging Web Application

eyJhbGciOiJIUzI1NilsInR5cCI6lkpXVCJ9 eyJpZCI6NTEYLCIpYXQiOjE2NDYyMTk1NDYsImV4cCi6M
TYAMESE.Zsd2ny48Q8ZFvEIOtTwWZ5NckObGXY5aCSy-Br-h7

{ “id”: 538 HMACSHA256(Base64(header).Base64(payload),secret)

Ilalgll: IIH5256”’ -

e e r e “iat”: 1646219546, >
| typ”: “JWT ‘exp”: 1680433946 Zsd2ny48Q8ZFvEIOtTWZ5NckObGXYCSy-Xn-Nr-h7

}

Hmm, This look Interesting




Session Takeover : JWT Uncommon Vulnerability

JWT Reuse Attack

<|v|| 2| Target: https://api I NNNGNGzGzNGEG f HTTP/2 @

Request Response
m Hex \n = Raw Hex Render \n = Z
wn
1 GET /users/details HTTPR/2 11 X-¥ss-Protection: 1; mode=block ;g
2 Host: api. 12 Surrogate-Control: no-store Q‘
Cookie: _gecl au=1.1.59684406.1631463550; _gid=GALl.2.82712260.1631463551; _fbp= 13 Cache-Control: no-store, no-cache, must-revalidate, proxy-revalidate o
fb.1.1631463550774.1281527186; _ cfruid= 14 Pragma: no-cache ~

5cfB803d50984ba79652305bc9e90a4dc33694cd2-1631463592; _vca current= 15 Expires: 0

eyThbGciOiJIUZIINIISINRScCIGEIkpXVCIT. N 16 Content-Security-Policy: default-src 'self'; style-src "self’
17 Access-Control-Allow-Origin: https://www.

18 Vary: Origin

_gat_gtag_ UA 80231189_8=1 19 Access-Control-Allow-Credentials: true
4 sec-Ch-Ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92" 20 Set-Cookie: _vca_current=eyJhbGciOiJIUzIINiIsSInRScCIEIkpXVCTIY. eyIpZCIENTMALCIPYXQI0JECZMZE
S Sec—Ch-Ua-Mobile: 20 21 Etag: W/ "2Z0-6eBGfsK 4sWZKOZ2imJyxdOHBg"
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 22
Gecko) Chrome/92.0.4515.131 safari/537.36 23 |{
7 Content-Type: application/json "status":201,
8 Accept: */* "message": "User Data",
o origin: I "data": (
Sec—-Fetch-Site: same-site "y s 538,
11 Sec-Fetch-Mode: cors "email":"j Vi
12 Sec-Fetch-Dest: empty? "mobile":
13 Referer: "firstName": "Jenny",
14 Accept-Encoding: gzip, deflate "lastName": """,
15 Accept-Language: en-US,en;q=0.9 "createdOn":"Z018-11-08 10:01:10.172",

"lastUpdated": "2018-11-08T10:01:10.0002",
17 "active":{
"type": "Buffer",
"data™: [




Session Takeover : JWT Uncommon Vulnerability

JWT Reuse Attack

13387 — 538 = 12849 Accounts got hacked

Severity (I High (7.4)

Asset:Dom... w ww._

Weakness Improper Access Control -
Generic

Bounty $3,000

Time spent None




Session Takeover : JWT Uncommon Vulnerability

JWT Reuse Attack € 5 G o giuboon

Filter by jwt = JWTManager(app)
Code
Repositories £} iilunin/crypto-bot - API/APIServer.py
® ° ° Issues self.th = trade handler
Stagl ng EnVI ron ments Pull requests EioE. 2D = 0

Discussions self.app.config| "IWT_SECRET_KEY'] = "mHZ!?9@DzdLrn@H!gy2FD46W--M*Fap! "
self.app.config[ "SECRET_KEY'] = °VS2cWpbD~CGa-Mah6+@pVEqCQRU3cAdn”  #

° ° ° °
o S I m I I a r We b A p p I I cat I o n LA self.app.config[ "JWT_ACCESS_TOKEN_EXPIRES'] = timedelta(weeks=48)

More

* G@GitHub is your friend !!!

= Baiyuetribe/kamiFaka - service/api/db.py

Python
app. config[ ' SQLALCHEMY TRACK_MODIFICATIONS'] = False
Markdown o . . . i

reStructuredText # app.config["JWT_SECRET _KEY'] ! in( 2 t
applconfig [ JWNTISECRETIKEY] - ' EXZeC3BMhPxtudKq6W7mo9rATayYGsOiQNFSvUINSjRVeb”  #
» Jupyter Notebook app.config[ " JWT_ACCESS TOKEN EXPIRES'] = datetime.timedelta(hours=1)

More languages...
jwt = JWTManager({app)

AdaptiveScale/lxdui - jefflevesque/machine-learning - factory.py

= Baiyuetribe/kamiFaka if args['instance’] == 'api’:
. app = Flask(_ name )
& TheMorpheus407/Tutorials
app-secret_key - application[’security key']
t:"; ii|unin/crypt0—bot app-config[ "JWT_SECRET _KEY'] - application[’security key']
. . app-register blueprint(blueprint_api)
0 vim-awesome/vim-awesome JWTManag

More repositories...




Login Takeover



Login Takeover: Credential Stuffing

Attacker Collection of Stolen Login Bots Victim Service
Credentials



Login Takeover: Credential Stuffing
https://haveibeenpwned.com/

@ Have | Been Pwned: Pwned Pass: X +

& (& @& haveibeenpwned.com

Home Notify me Domain search Who's been pwned Passwords API About Donate B E/

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as
well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

password

@ Generate secure, unique passwords for every account Learn more at 1Password.com

Password reuse and credential stuffing
Password reuse is normal. It's extremely risky, but it's so common because it's easy and people aren't aware of the potential impact.
Attacks such as credential stuffing take advantage of reused credentials by automating login attempts against systems using known

emails and password pairs.
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https://intelx.io/

Intelligence X

€« > C @ intelxio

_lnte”igencex About Product Blog Tools Integrations

rekrute.com_2017.rar/rekrute.com.json [Part 28 of 34]

Full Data

Exploit.in/70.txt [Part 88 of 91] 2019-12-27 18:10:21
gabyontiverosromero@hotmail.com: 690606

jbunchuck@town.southold.ny.us:willge

johncyn@ix.netcom. com: eureka

jlinjer@yahoo.com:tabitha

maroshon(@yahoo.com:mar12345

anastasov.bg@gmail.com:blablai23 Full Data

Collection 1/Collection #1_EU combos.tar.gz/Collection #1_EU combos/1386.1xt 2019-01-17 19:16:27

fhuarezf@azaleia.com.pe:face2011

ishaanpandey@eg@gmail.com: constantine1234*

boshossge@hotmail. com: bmwgtr34

kekitod@gmail.com: 63020650

paco_valencia_ 24@hotmail.com:rubiceli24

igormonizdemattos3@hotmail.com:26121996igor

muhammadsaiz99@gmail.com: saiz5415

yuanzhu.chn@gmail.com: neimba2008 Full Data

GMAIL.COM.txt [Part 151 of 273] EE& 2020-03-21 15:40:12
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https://intelx.io/

intelx.io, a Guest

€ Back to results El

Exploit.in/70.txt [Part 88 of 91]

2019-12-27 18:10:21

[ Document = Tree View = Metadata Selectors = Actions

Search: |safa.ayoub@gmail.(cm of 1

safa.ayoubfgmail.com: 235723572357
choforo4e67ghotmail.com: 151226
dmh637@comcast.net:012608
rguidryl@bellsouth.net:mollye7
adscotch@hotmail.com: samsung87
wagner@linksite.com.br:dorotp
rajesh7e85g@gmail. com: home7685
dushiru77@hotmail.com:e70779
royasd@gmail.com:1102651
Cory.Hackathorn@gmail.com: chacky1®e
sandygallen@gmail.com:1johna78
haniye_seal35@yahoo.com: 654321
lauracottos@gmail . com: 6@eEO501
princessmarcellus@yahoo.com:chelsea
connies65@msn. com:nursern
c.michelatoghotmail.com:camilall
lcorsol@tigers.lsu.edu:17637117
mai_yulmaida@yahoo.com:maida2@10
heartlandk@yahoo.com:silver77
gustavo.bastida@gmail.com:Rimshot
jnewhart@ucsd.edu:65cobra
john_dolan@hotmail.co.uk:doctorjpd1234
surendraemail@yahoo.com:Linkedin.com
smaouikaouther@ymail.com:poiuytr
Murugadas . Jayaraman@softwareag.com:ramakrishna
jnavarro@unac.pe:basilia
mayyurz@gmail.com:112233

-

Data is provided by our cache and subject to our policies.
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GitHub

<« - C m/searct pat sql+password+gmail.com8ttype=code8p=5

O path:*.sgl password gmail.com

Filter by 34.6k files & 2> C & github.com/sger n/MetiendoMano/blob/b56f6a437017f16af5500 b9968ad660 romOthers/Online-Attendance-5

Cod database sql
Code F® mohsinenur/Ecommerce-Website-Using-Python-Flask - database/menshut.sql ode

bizposian=s ~password” varchar(109) NOT NULL, b56f6ad Blame
(9, "MU", "Milan Undavia®, 1, 'milanundaviaMU@gmail.com®, @, 'milanundaviaMU’, 2),

Issues -RT INTO “admin™ (" id™, ~firstName™, ~lastName , “email™, “mobile™, ~address™, “password , ~ty] (10, *PK*, *Pooja Khatri®, 2, 'poojakhatriPK@gmail.com’, ©, *poojakhatriPK’, 2),
Pull requests (4, "Nur®, ‘Mohsin®, ‘mohsin@gmail.com’, "@1677876551°, ‘Dhaka’, ‘$5$rounds=535000FW0AOMdgoK2]} (11, "AP", ‘Akanksha Patel’, 2, 'akanshapatelAP@gmail.com’, @, 'akanshapatelAP’, 2),
(12, °"KC*, ‘Kinjal Choksi’, 1, "kinjalchoksiKC@gmail.com’, @, "kinjalchoksiKC', 2),
(13, "UB", Uday Bhatt', 2, "udaybhattUB@gmail.com’, @, 'udaybhattUB", 2),

INSERT INTO “users” ("id", “name’, ~email”, “username , ~password , “mobile”, “reg time , ~onl: bulk_stu_det.php (14, "AYB', 'Amrita Y. Bardiya', 1, 'amritaybardiyaAYB@gmail.com®, ©, 'amritaybardiyaAYB', 2),
Users (12, "Mukul’, ‘mukul@gmail._com’, “mukul’, "$5%rounds=535000%6PIhbzF1fIbcQbza$FbrPa3qqklRISMSFI (15, "RR*, *Dr. R. Radha’, 2, 'rradhaRR@gmail.com*, @, ‘rradhaRR", 1),

(9, "Nur Mohsin', 'mohsin@gmail.com’, 'mohsin’, *$5%rounds=535800%Enl kwqFfGWGCWKIRL$qIPbYw/TVXS: check.php (16, *AG", 'Dr. Anjali Gokhru®', 1, 'anjaligokhruAG@gmail.com®, @, 'anjaligokhruAG', 2),

(14, "Nur Mohsin', 'khan@gmail.com', 'khan', '$5%rounds=535800%wLKTQexvPQHueUsK$aFrFUXBHjrrAHG!

“password” varchar(10@) NOT NULL, bulk_stu.php
Discussions -

More T b (17, 'I3°, ‘Ingita Jain', 1, ‘ingitajainIJ@gmail.com’, @, 'ingitajainIl’, 2),
(18, "RG™, "Dr. Rachna Gandhi’, 1, 'rachnagandhiRG@gmail.com®, @, 'rachnagandhiRG", 2),
contact us.php (19, "SF*, *Suman Fulwani’, 1, ‘sumanfulwaniSF@gmail.com’, @, 'sumanfulwaniSF°, 2),
Dk (20, "VS®, "Vishva Shah’, 1, "vishvashahVS@gmail.com’, ®, 'vishvashahVs®, 2),
aSIDOaICDINY (21, "VN°, ‘Vishali Nindroda®, 2, ‘vaishalinindrodaVN@gmail.com’, @, ‘vaishalinindrodaVN', 2),
databasesql (22, "AA", ‘Anita Ahuja’, 1, "anitaahujaAA@gmail.com’, @, ‘anitashujasA’, 2),
winston-dsouza/ecommerce-website - ecommerce.sql (23, "PM", Priyanka Mehta®, 1, 'priyankamehtaPM@gmail.com’, @, "priyankamehtaPM’, 2),
date_range_vise.php (24, "SA*, 'DR. Shamina Ansari’, 1, *shaminaansariSA@gmail.com’, @, *shaminaansariSA’, 2),
oot (25, "RS", ‘Richa Seth', 1, "richasethRS@gmail.com’, @, 'richasethRS’, 2),
- - (26, "HP", 'Dr. Hiral Parikh®, 1, "hiralparikhHP@gmail.com’, @, "hiralparikhHP®, 2),
dist_sub.php (27, "AMG, "Akanxa M. Galande', 1, "akanxamhgalandeAMG@gmail.com™, @, "akanxamhgalandeAMG', 2),

-- Dumping data

Text INSERT INTO “users” ("id™, “email id", “first name’, ~last name™, ~phone”, ~registration_time div vi (28, 'Is®, 'Ishita Sakariya®, 1, 'ishitasakariyalS@gmail.com’, @, 'ishitasakariyalS®, 2),
iv_vise.php (29, "AV", ‘Ankita Vaidya', 1, ‘ankitavaidyaAV@gmail.com', @, 'ankitavaidyaAV', 2)
(65, "sharew5Sml123@gmail.com’', 'reys', 'rudt’', ©, '2019-03-18 13:46:33', "e4f194cba29960@e12d8b81 > 2 yas L Yy g - o Y L
(5 BT Fa Teanire T G ATIITI- (EEEERE, (e e OTe T divide_batch.php (30, "AB*, ‘Asha Brahmkshatriya®, 2, ‘ashabrahmkshatriyaAB@gmail.com’, @, ‘ashabrahmkshatriyadB’, 2),

(67, "sham1234ggmail.com’, 'Sham’, 'das’, ©, "2019-83-19 87:37:46', "el@adc3949ba59abbe56e@57+

More languages...
(31, "NC°, "Nirul Chaudhary®, 1, 'nirulchaudharyNC@gmail.com*, @, ‘nirulchaudharyNC®, 2),
dropdown.php (32, "NG*, 'Dr. Neelkamal Gogna', 1, 'neelkamalgognaNG@gmail.com’, @, 'neelkamalgognaNG', 2),
. 33, "KP', 'Kalyani Patel’, @, 'kalyanipatelKP@gmail.com', ©, 'kalyanipatelKP', 2),
extra_holiday.php ) : ) - . ; )
...ing-PostgreSQL-11-Third-Edition (34, "NG*, "Nandita Goswami’, 2, 'nanditagoswamiNG@gmail.com’, @, 'nanditagoswamiNG', 2),
fac_update.php (35, "SC*, "Sonali Chakraborty’, @, ‘sonalichokrabortySC@gmail.com’, @, *sonalichokrabortySC', 2),
- WWBN/AVideo footerph (36, "SS*, *Shailee Shah®, @, 'shaileeshahSS@gmail.com’, @, shaileeshahSS', 2),
. . . . 'ooter.php . . . . . - . . N .
i v— xiusin/pinecms - resources/pinecms.sql (37, "PD*, "Palak Dabhi', @, ‘palakdabhiPD@gmail.com’, @, 'palakdabhiPD’, 2),
alet/jorani footer_table.php (38, "VS*, °Vidhi Sutariya®, 8, ‘vidhisutariyaVS@gmail.com’, @, ‘vidhisutariyaVs®, 2),
account™ varchar(48) CHARACTER SET utf8 COLLATE utf8 general ci DEFAULT NULL COMMENT "BKE-, e oy (39, "DB®, 'Dipti Bhatt', @, "diptibhattDB@gmail.com’, @, 'diptibhattDB’, 2),
ieader_admin.| . . . : . . s . . : .
“password” varchar(32) CHARACTER SET utf8 COLLATE utf8 genmeral ci DEFAULT NULL COMMENT "E5§3 - A ¥y THEETS Aneer, G Tt B m Gl O PHEEH ey, 2

B 41, 'RS*, "Rujut: hah', @, "rujutashahRS( il. ", @, 'rujutashahRS*, 2
knadh/listmonk “avatar” varchar(100) CHARACTER SET utf8 COLLATE utf8_general_ci DEFAULT NULL COMMENT "SLfg", header_at.php (41, "Rs’, "Rujuta shah’, O, ‘rujutashahRsggnail.con’, O, ‘rujutashahfis’, 2),

...c-Management-System-ASP.NET

(42, "IP*, *Jaimini Patel’, @, "jaiminipatelJP@gmail.com’, @, 'jaiminipatellP®, 2),
More repositories... INSERT INTO ~pinecms_setting™ VALUES (29, 'UPLOAD MAX SIZE', "20°, '#FEEi&E', '2°, ' HfEk/h(mB header facphp *ND*, ‘Namita Doshi®, @, 'namitadoshiND@gmail.com®, @, ‘namitadoshiND', 2),
INSERT INTO ~“pinecms setting” VALUES (30, "EMAIL ADMIN EMATL®, "xiusin.chenggmail.com’, *ME##i% T , "AK, Amit Kalyani®, @, 'amitkalyaniAK@gmail.com’, @, 'amitkalyaniAK', 2),

"JR*, *Jigar Raval’, @, "jigarravallR@gmail.com’, @, 'jigarravallR®, 2),

z o 5 -
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Credentials disclosure from a Public GitHub repository allowing acc
ess to your Sharepoint Instance via ForeFront TMG

B
Participants
>Hll -
State ® Resolved (Closed)
Reported to - Managed
Severity ( Critical (10.0)
Asset: WIl... -.{:om
Weakness Cleartext Storage of

Sensitive Information
Bounty $4,000

Time spent None

Visibility Private
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Did you know that there are different types of GUIDs?

Nil GUID - Version 0 DCE Security GUID - Version 2

b165e8c6-5e9a-21ea-9e00-0242ac130003
00000000-0000-0000-0000-000000000000

Time-based GUID — Version 1 Name-based GUID - Version 3 and 5

18f99f82-61f7-3530-8d8a-8fdf2cd0Ocae0
b21b95a4-56¢3-51de-8828-1bb7bd249fd2

e6e3422c-c82d-11ed-8761-3ff799965458

Randomly Generated GUID - Version 4

0d706e07-75b5-4553-8abd-6c3d52fdbf70
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Did you know that there are different types of GUIDs?

Nil/null GUID - Version 0 DCE Security GUID — Version 2

b165e8c6-5e9a-21ea-9e00-0242ac130003
00000000-0000-0000-0000-000000000000

Time-based GUID — Version 1 Name-based GUID - Version 3 and 5

18f99f82-61f7-3530-8d8a-8fdf2cd0cae0

e6e3422c-c82d-11ed-8761-3ff799965458
b21b95a4-56c3-51de-8828-1bb7bd249fd2

Randomly Generated GUID - Version 4

0d706e07-75b5-4553-8abd-6c3d52fdbf70
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Time-based GUID — Version 1

e6e3422c-c82d-}ed-8761-3ff799965458

A

Timestamp-ledc82debe3422c

MAC Address: 31:17:99:96:54:58
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UUID Decoder | UUIDTools.com X +

C' @ uuidtools.com

M UUIDTools.com UUID Versions * Bulk Generator Decode UUIDs APIDocs What'sa UUID? Versions Explained

i UUID Decoder

Enter UUID to Decode:

e6e3422c-c82d-11ed-8761-3ff799965458

UUIDs are in the Format 0 -0000-000000000000. Autofill with random UUID 34
Results: <> Copy API Call
Standard String Format e6e3422c-c82d-11ed-8761-3fF799965458
Single Integer Value 306902432604442536565446256077208704088
Version 1 (time and node based)
Variant DCE 1.1, ISQ/IEC 11578:1996
Contents - Time 2023-03-21 21:18:19.109022.0 UTC
Contents - Clock 1889 (usually random)

Contents - Node 3F:f7:99:96:54:58 (local multicast)
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wman@ESKTOP-6T05L4U: /opt/guidtool$ guidtool -t '2023-03-22 01:30:00' ebe3422c-c82d-11ed-8761-311799965458
0f1fc580-c851-11ed-8761-311799965458
0f1fec90-c851-11ed-8761-311799965458
012013a0-c851-11ed-8761-311799965458
0f203ab0-c851-11ed-8761-311799965458
0f2061c0-c851-11ed-8761-311799965458
012088d0-c851-11ed-8761-311799965458
0f20afe0-c851-11ed-8761-311799965458
0f20d6f0-c851-11ed-8761-311799965458
0f20fedd-c851-11ed-8761-311799965458
01212510-c851-11ed-8761-311799965458
01214c20-c851-11ed-8761-311799965458
01217330-c851-11ed-8761-311799965458
0f219a40-c851-11ed-8761-311799965458
0f21c150-c851-11ed-8761-311799965458
0f21e860-c851-11ed-8761-311799965458
01220170-c851-11ed-8761-311799965458
0f223680-c851-11ed-8761-311799965458
0f225d90-c851-11ed-8761-311799965458
0f2284a0-c851-11ed-8761-311799965458
0f22abb0-c851-11ed-8761-311799965458
0f22d2c0-c851-11ed-8761-311799965458
0f22f9d0-c851-11ed-8761-311799965458
012320e0-c851-11ed-8761-311799965458
0f2347f0-c851-11ed-8761-311799965458
01236700-c851-11ed-8761-311799965458
0f239610-c851-11ed-8761-311799965458
0f23bd20-c851-11ed-8761-311799965458

Reference: https://github.com/intruder-io/guidtool
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Reset vour password fo
account/set-password/d144a0805a07-11ed-9ead-




Thank you!

Reach out on Twitter
Or
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